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Abstract

The explosion of the space shuttle Challenger and the shooting down of an Iranian Airbus by the USS Vincennes were the
result of two serious consumer software and management errors. Both disasters have been reviewed in detail in the literature,
providing a variety of plausible explanations for the cause of the disasters. However, our review sheds new light on the
problem. Disasters such as these certainly involve many factors and we do not claim to be purporting a new single factor
theory. But we show that there were visible data-quality problems in the systems. After discussing the importance of data
quality, we point to the specific problems in these two cases. It is believed that management, especially in a world so
dependent upon information, should pursue an aggressive plan of treating information as a critical product. © 2001 Elsevier

Science B.V. All rights reserved.
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1. Introduction

Poor data quality is prevalent in both private and
public sector organizations, yet the public hears little
about data quality when major disasters are reviewed.
Instead, psychological and sociological theories, such
as groupthink, macho, and can-do attitudes, framing
of the question, public pressure, human factors, orga-
nizational decay, bureaucracy, etc. are used to explain
the causes of the disaster. These theories are important
to help explain flawed decision-making, however, too
little emphasis has been given to data quality during
reviews of major disasters.

Decisions are often based on available information.
If this is flawed, or the process of integration of the
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data is flawed, or its communication is flawed, then
decisions based on that data are more likely to be
flawed. This paper reviews two case studies involving
flawed decision-making that have received much atten-
tion in the literature, but little attention from a data-
quality perspective. These are the space shuttle Chal-
lenger and the USS Vincennes/Iranian Airbus disasters.

NASA launched the space shuttle Challenger on 28
January 1986 amid internal controversy about the
safety of the O-rings in cold temperatures. The Pre-
sidential Commission that investigated the disaster
cited flawed decision-making for allowing the launch
in the face of evidence suggesting a possible problem.
Many reasons have been given for the flawed decision-
making; however, attention to certain data-quality
problems was noted. These flaws in the Challenger
decision-making process fall into five categories:
accuracy, completeness, consistency, relevance, and
fitness for use.

0378-7206/01/$ — see front matter (© 2001 Elsevier Science B.V. All rights reserved.

PII: S0378-7206(01)00083-0



110 C.W. Fisher, B.R. Kingma/Information & Management 39 (2001) 109-116

The USS Vincennes mistakenly shot down an Ira-
nian Airbus on 3 July 1988, killing 290 civilians.
Several explanations have been given for the flawed
decision to attack a civilian aircraft, but data-quality
problems were paramount. The flaws occurred in the
categories of: accuracy, completeness, consistency,
fitness for use, and timeliness.

The purpose of this paper is to review the disasters
from a data-quality perspective. We argue that man-
agement should treat information as a critical product
and not merely as a byproduct of processes [20]. An
aggressive approach to managing information might
have avoided the data-quality problems.

2. Data quality

Data quality is one of the critical problems facing
organizations today. As management becomes more
dependent on information systems to fulfill their mis-
sions, data quality becomes a larger issue in their
organizations. Poor data quality is pervasive and costly
[31,36]. “There is strong evidence that data stored in
organizational databases are neither entirely accurate
nor complete” [23]. Inindustry, error rates up to 75% are
often reported, while error rates up to 30% are typical
[35]. Problems with data quality may lead to real losses,
both economic and social. Davenport states, “no one
can deny that decisions made based on useless infor-
mation have cost companies billions of dollars™ [14].

Poor data quality has many impacts on decision-
making. People make choices based on limited
resources (data), and misinformed people tend to
make poor decisions [22]. It is clear that wrong data
is likely to result in wrong decisions.

3. Data-quality variables

While there is no single definition of data quality,
accuracy, timeliness, consistency, completeness, rele-
vancy, and fitness for use are among the variables most
frequently used [51].

Accuracy generally means that the recorded value
conforms to the real-world fact or value. Accuracy
refers to lack of errors and is considered by consumers
of data to be the most important characteristic of data
quality [3].

Timeliness implies that the recorded value is not
out-of-date. Data must be available in time to influ-
ence the decision, and therefore can vary based upon
the decision-maker and circumstance; a strategic plan-
ner may use information that is several years old, but a
production manager must have recent data [4].

Completeness refers to *“‘the degree to which values
are present in a data collection”. It focuses on whether
all values for all variables are recorded and retained.

Consistency means that the representation of the
data values is the same in all cases. It implies that there
is no redundancy in the database and that referential-
integrity is enforced.

Data relevance refers to the applicability of datain a
particular issue by a particular user [47]. Relevant data
can be used directly in solving a business problem.

Data quality may be best defined as fitness for use
[44]. Data must be presented in a format that serves the
user’s purpose and stated in terms familiar to that user.
Fitness for use is relative; what may be useful to
engineers may not be useful to administrators. The
format of information presentation influences the
choice processes of decision-makers [41,43].

There may be relationships between these variables.
Ballou and Pazer found that when timeliness is cri-
tical, more attention should be paid to accuracy, and
vice versa [2]. Kacmer [21] found an interaction
between format and user response accuracy, where
text displays led to fewer errors than graphical ones.

4. Moderator variables

Moderator variables influence the way that deci-
sion-makers use information. Three factors to con-
sider are: information overload [48], experience levels
of the decision-makers [33], and time constraints [54].

4.1. Information overload

This occurs when there is too much information and
too little time to respond. Normally, there should be a
balance between processing time and the information
being processed. Information overload affects data
quality through filtering (completeness), erroneous
responses (accuracy), and time (timeliness). Many
researchers have discussed its impact on data quality
[1,6,9,10].



C.W. Fisher, B.R. Kingma/ Information & Management 39 (2001) 109-116 111

4.2. Experience level

This may seem important, but there are conflicting
implications. On the positive side, experienced pro-
fessionals have an increased sensitivity to the possi-
bility of errors. Direct experience with errors
improves performance in detecting them. If a deci-
sion-maker is familiar with the data, the decision-
maker may be able to use intuition to compensate for
problems [12]. Fisher [17] found that experts pay
more attention to information about data quality than
novices. However, there are potential dangers in
assuming that an intuitive feel for the data is positive.
Prior experience influences confidence, but may not
influence accuracy [32]. It is possible that a “feel for
the data” might allow a person to rely too much on
perception. For example, in Gilliland’s Business
Relocation task, the experimental data on Michigan
was set up as the worst-rated relocation alternative.
However, many people chose Michigan, because they
had prior positive experience with Michigan [19].
People without knowledge of Michigan correctly
placed it much lower. This suggests that a novice
may be more attentive to new information than an
expert. A stock forecast task, in which novices were
found to be more accurate than ‘““semi-experts”, sup-
ports this [53].

4.3. Time constraints

Time is a critical variable in many processes. Time
constraints cause processing changes and lessen accu-
racy. Time pressure is experienced whenever the time
is perceived as being shorter than normally required
[45]. Decision-makers may use simplifying heuristics
under time pressure [30,40,50], may attempt to work
faster [8], or may process only a subset of the total
information. Under moderate time pressure, subjects
accelerate and become more selective. Under severe
time pressure, people accelerated, filtered, and relied
upon more attribute-based processing.

5. The space shuttle Challenger
NASA launched the space shuttle Challenger

on 28 January 1986. Moments after lift-off, solid
rocket booster O-ring joint seals burst, resulting in

an explosion that destroyed the shuttle and killed
seven people. There is no doubt that the failed O-ring
caused the accident [38]. The O-rings did not reseal
properly after being subjected to pressure during lift-
off under cold weather conditions. The cold, brittle
O-rings allowed gases to leak; this then caught fire,
burnt through the sides of the fuel tanks, and caused
the explosion [7]. NASA had been aware of the O-ring
problem for several years and had conducted special
investigations 6 months before the accident. The
results of these investigations indicated that problems
remained. In addition, an engineer, R. Boisjoly, wrote
a letter in July 1985 stating that the O-ring problem
could cause a catastrophic failure. The Presidential
Commission investigating the accident found that
NASA used a flawed decision-making process to
approve the launch. The elements of the flawed
decision-making process were incomplete and mis-
leading information, conflicts between engineering
data and management judgements, and a structure
that allowed information about problems to bypass
key managers [25].

There were four levels of reviews, as well as a final
decision-making body, the Mission Management
Team. Regardless of the status of other levels and
components, failure to meet standards at any level
could halt the launch process, e.g. Thiokol, Inc. was a
Level IV contractor responsible for the solid rocket
booster, a failed O-ring test at this level should have
stopped the process.

At 17.45 h on 27 January, Thiokol objected to the
launch, citing the engineers’ lack of confidence of the
O-rings in cold weather. This objection should have
stopped the launch. However, the NASA Level III
manager challenged Thiokol management, and, after
6 h of debate, Thiokol agreed to launch.

Several theories have been offered to explain
NASA’s flawed process. Some have highlighted the
role of perception as a contributing factor. Some have
argued that groupthink was a key factor, because
NASA Level III managers deliberately controlled
information feedback by not passing concerns to upper
management. Additional theories address narcissism
and organizational decay [42], interactions of images
and technology [29], information format [49], incom-
plete information statistics [46], technology and
organizational culture mismatches, economics and
public pressure [52].
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5.1. Management information system

A management information system (MIS) provides
information to management in a usable form. A DSS
uses a comprehensive database, mathematical models,
and ad-hoc inquiry facilities. The comprehensive inte-
grated database is at the heart of these systems. A key
factor in their success is the quality of the data behind
the system, while the database should have minimal
redundancy and maximum reliability [27].

There were serious data-quality problems in
NASA’s MIS, including database inconsistencies and
errors, reporting violations, lack of modeling for trend
analysis, and poor integration of components and tests.

5.2. Database

There were several types of problems in the NASA
database. First, the O-rings were misclassified and
misreported. In some cases, the O-rings were classi-
fied as redundant meaning other equipment backed up
the O-rings. In other cases, the redundancy was not
reported, and this designated the O-rings as critical
equipment vital to the success of the mission. This is
therefore both a consistency and accuracy problem. A
data dictionary with one definition for each data
element might have prevented the miscoding informa-
tion in the database [16].

A second failing was that critical components were
not cross-referenced with test plans. It was almost
impossible for NASA to verify that hundreds of
critical components had received the right tests,
because there was no list that cross-referenced them
with components (completeness). The dictionary
should have contained relationships between all
related data elements. These have been available since
the mid-1970s [26]. Cross-references would have
made the critical items list a better management tool.

A third failing was that it was inaccurate. One
manager had proposed that NASA close the O-ring
problem as resolved, but there was no agreement to do
so. Despite this, the O-ring issue was closed without an
authorizing signature.

5.3. Reporting

The Rogers Commission stated that there were
flaws in the reporting system. NASA middle-level

managers did not inform upper managers about Thio-
kol’s objections. There were unreported waivers of
launch constraints; all should have been reported to
upper management. These violation flaws left upper
management with incomplete information.

NASA middle managers did not alert system relia-
bility and quality assurance engineers (SR&QA) to the
launch debates, as required. Thus, SR&QA had
incomplete information. A database combined with
mathematical models allows decision-makers to
examine relationships between variables. This facility
could have helped articulate the relevancy of tempera-
ture to O-ring erosion incidents and do so in time.

In fact, the data needed to analyze the temperature
effects on the O-rings was available at the time of the
launch, but was not used correctly. The Thiokol
engineers used incomplete data in their regression
graphs [46]. Bunn, the Marshall Space Center Direc-
tor, said, “Even the most cursory examination of
failure rate should have indicated that a serious and
potentially disastrous situation was developing” [38].

For managers to use visual information, it must be
in a form acceptable to them [28]. Engineers used
charts that were in a format familiar to engineers, but
not well understood by the decision-makers (fitness
for use). Thus, while the Thiokol engineers believed
that the shuttle was not safe, they had difficulty
articulating that belief.

Interaction between fitness for use and domain-
specific experience also occurred: it is difficult to
see interrelationships between components and only
the most experienced people develop insights into
component interrelationships [34].

In the Challenger case, partly due to staff reduc-
tions, NASA personnel became buried by information
overload. Consequences included the difficulty of
finding relevant data, a decrease in innovation in
decision-making, a lack of ability to verify data,
and an inability to determine data completeness.

Filtering of information to reduce its volume may
remove data necessary for a complete picture. For
example, the original objections by the Thiokol engi-
neers clearly stated, “O-ring temperature must be
greater than or equal to 53 degrees F at Launch”.
However, the memorandum detailing Thiokol’s final
management position failed to include this statement.

The single, foremost expert on the O-rings, Roger
Boisjoly, wrote letters and made mid-night phone
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calls in an attempt to stop the launch. Administrators,
with much less domain-specific experience overrode
his objections and ordered the launch.

6. The USS Vincennes and Iran Flight 655

On 3 July 1988, the US Navy Cruiser USS Vin-
cennes fired two missiles at an aircraft it believed to be
a hostile military jet in attack mode. State-of-the-art
technology aboard the Vincennes apparently misiden-
tified the aircraft, resulting in the destruction of an
Iranian Passenger Airbus (Iran Flight 655). Data-qual-
ity problems may have contributed to the decision that
brought 290 people to their deaths.

At least four official investigations of the USS
Vincennes incident were conducted. From 13 July
until 19 July 1988, Admiral Fogarty conducted the
first, which was published on 28 July 1988. The
second was a Medical Report, dated 7 August 1988;
it was conducted to help clear discrepancies between
the crews’ report of the aircraft’s posture and the
computer system’s report of the aircraft’s posture.
The US Senate Committee on Armed Services con-
ducted the third investigation in September 1988.
Finally, the Defense Policy Panel of the House Armed
Services Committee conducted the fourth in October
1988 [15,37].

Analysts and scholars have offered multiple expla-
nations as to the cause of this disaster, including an
inexperienced crew having poor reaction to combat
[5], insufficient time to verify data, incomplete train-
ing, a computerized battle-management system that
was designed for the open sea instead of the closed-in
Persian Gulf [11], hostilities in the area that created an
environment conducive to incorrect interpretations
[13], and failure of the state-of-the-art battle manage-
ment system [40].

Rogers said, “The USS Vincennes is one of the US
Navy’s newest and most technically advanced ships,
an anti-air warfare (AAW) cruiser equipped with the
world’s finest battle management system. Aegis is
capable of simultaneously processing and displaying
several hundred surface and air radar tracks. Its great
tactical advantage is the speed with which it deter-
mines course, speed and altitude.” [39].

Research has shown that the Aegis System did
not make errors in identification, but that errors

manifested themselves in the socio-technical seam
of the overall system. An MIS includes the interfaces
and people that use those interfaces. When looked at
from this perspective, data-quality problems become
apparent, and knowledge of them might have pre-
vented the disaster.

6.1. Data quality

Data quality was a major factor in the USS Vin-
cennes decision-making process. Problems were man-
ifested in the use of wrong target identifiers,
incomplete information, conflicting information,
voice-communication problems, and information
overload. In addition, there may have been interac-
tions with experience level, time pressure, and infor-
mation overload.

When multiple USS ships simultaneously identify
an aircraft, multiple track numbers are initially
assigned to the entity. The Aegis System resolves
these duplicate numbers to a single, unique track
number, TNxxxx. However, the system recycled the
numbers that had been assigned initially; this reuse of
the identifiers was at the heart of the disaster. An
inconsistency error occurred at the socio-technical
seam, the interface. Human users may see the initial
number and not realize that the computer has replaced
it with another; there was no system alert to notify
users of the system’s reuse of the number. In the
example, a target identifier, TN4474, was used twice
— once to identify Flight 655, and then (later) to
identify a fighter plane that was 110 miles away. The
identifier used to track Flight 655 changed from
TN4474 to TN4131. Seconds before firing, the Vin-
cennes Captain asked for the status of TN4474 and
was told it was a fighter, descending and increasing in
speed. He and his crew had been discussing and
tracking the radar blip of Flight 655, and then con-
fused its tracking number, TN4131, with the fighter’s
number, TN4474. When the Captain gave the order to
fire, the Vincennes shot down TN4131 rather than
TN4474. If the duplication of identifiers had been
recognized, the involved parties could have avoided
the disaster [15].

Incomplete information resulted from the compu-
ter-generated displays, large display consoles (LDCs),
displaying objects as white dots in half-diamonds for
hostile aircraft or in half-circles for friendly aircraft.
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The relative length of the white lines projecting from
the dots indicates course and speed. The use of relative
length for speed restricts the use of relative length for
size, and this deprived the Vincennes’ officers of
another visual check. A commercial airbus is much
larger than a fighter and a size symbol linked to the air
contact would have let the Vincennes’ crew note that
the Flight 655 contact was too large to be a fighter.

Information inconsistencies also complicated the
decision-making process. Captain Rogers explained
... we had indications from several consoles, includ-
ing the IDS operator, that the contact’s IFF readout
showed a mode III [civilian] squawk but more sig-
nificantly to me, a mode II [military] squawk ...
previously identified with Iranian F-14s was also
displayed”.

Another discrepancy was between the Aegis Sys-
tem’s tapes and five crewmembers’ reports (accuracy).
The Aegis System’s tapes and system data indicated
that Flight 655 was in ascending mode; five crewmen
operating separate consoles reported that the aircraft
was descending. Captain Rogers stated that the aircraft
was at an altitude of between 7000 and 9000 ft at the
time of the shooting. Data captured from the system
indicated that the aircraft was at an altitude of
13,500 ft. Captain Rogers explained that, “It looks
like the system worked the way it’s supposed to ...
However, there are problems with the way the con-
soles are designed, the displays are presented, and the
communication nets work” (fitness for use) [39].

6.2. Time

Captain Rogers reported that he believed that the
time constraint, less than 4 min, was critical in the
decision-making process. In addition, his command-
ing officer did not have enough time to validate, as per
normal procedures, the information that Rogers pre-
sented [39].

6.3. Experience

A Captain with over 20 years of Naval experience
made a faulty decision, but he had limited experience
with the advanced technological battle management
system and no combat experience. Admiral Fogarty
requested a psychological evaluation of the Captain,
officers, and crew. The team of psychologists reported

that inexperience in warfare, stress, and misjudge-
ments due to stress, and unconscious distortion of
data played a major role in the crew’s misinterpreta-
tion of the Aegis System data [18].

However, managers should ensure that systems
maximize clarity of output if the systems are to be
successful. The degree of instructiveness of the output
can minimize the potential to misinterpret and distort
data. Output quality is a top factor in information
systems success [24].

7. Summary

It is clear that the quality of the information was not
a top priority in either case. In the space shuttle
Challenger case, there were 10 incidents of poor data
quality spread over five of the six categories of data
quality. In the USS Vincennes case, there were eight
incidents of poor data quality spread over five of the
six categories of data quality. Given that there are
many other factors, psychological, sociological, com-
munication, and cultural, it still remains difficult to
believe that proper decisions could be made with so
many examples of poor data quality. Management
must be strong advocates of quality management.
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